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Abstract
Beyond providing books to the general public, one of the
primary roles of the public library in the modern age is
to provide computer and internet access to its patrons.
Those without a smartphone or personal computer of-
ten rely on public-access computers, wifi, and printers
to perform necessary tasks such as reading email, bank-
ing online, researching topics of interest, and commu-
nicating with loved ones. This makes clear the need to
protect and preserve the privacy and security of the pa-
trons who use these public devices. Unfortunately, there
has been little research on the security measures taken
by public libraries. In this paper, we present a pilot study
on the measures public libraries take in order to ensure
patron privacy when using these devices. We use semi-
structured interviews to elicit information about security
practices, policies, and constraints. We analyze the re-
sults and give tentative suggestions for libraries inter-
ested in improving patron privacy.

1 Introduction

In most libraries, electronic devices, such as mobile
tablets and desktop computers, are installed to aid pa-
trons in discovering new information. These devices help
patrons understand new concepts, produce novel ideas,
and communicate with people around the world.

To the knowledge of the authors at the time of writ-
ing, there is no current research on the different ways in
which libraries conceptualize and implement the protec-
tion of patron privacy and security specifically relating
to the use of public devices. To this end, we aim to un-
derstand the kinds of problems that libraries can face in
security and privacy matters. We pose two research ques-
tions which motivate our work:

RQ1: How do libraries ensure patron privacy and se-
curity on public-facing devices?

RQ2: How do libraries develop policies for the ad-
ministration of public-facing devices?

To do so, we conducted three semi-structured inter-
views with IT or IT-adjacent professionals from 2 dis-
tinct US public libraries. We inquired about the libraries’
policies, current practices, and the issues they face. We
provide an analysis of some of the differences and com-

monalities of the libraries. Further, we offer suggestions
that are intended to maximize benefit to personal privacy
and security while minimizing encroachment on the con-
straints laid forth by the libraries.

We acknowledge that our results do not represent a
significant number of libraries. But based on our work,
we aim instead to explain and anticipate limitations and
challenges that can possibly occur in other libraries. The
issues in privacy and security we discuss are: physical
security of computers, the policy-making process of pri-
vacy and security matters, privacy from malicious actors,
configuration security, and session privacy.

The remainder of this paper as structured as follows:
We first study the related work on libraries and technol-
ogy. Then, we present the methods used for the inter-
views and the results of those interviews. Finally, we
discuss limitations and issues regarding security and pri-
vacy in libraries.

2 Related Work

Privacy and confidentiality have been important aspects
of library policy for some decades now [4, 10]. Given
that recordkeeping is one of the core functions of a li-
brary, the American Library Association’s (ALA) Code
of Ethics saw it fit to address concerns about privacy as
early as the 1960s [10]. The specific actions libraries
take in protecting patron privacy and confidentiality have
been shaped by laws at the national, state, and municipal
level, as well as by guidelines formed by associations
such as the ALA [4, 10, 1]. States have passed laws that
specifically protect the confidentiality of library records,
while others have modified open-record laws to address
library confidentiality [10]. These state laws vary greatly
in the kinds of records they seek to protect [1], which un-
derscores the importance of national guidelines that en-
able libraries to craft security policies.

The ALA has published guidelines under their Li-
brary Privacy Guidelines for Public Access Computers
and Networks and Privacy Tool Kit [4, 1]. The guide-
lines are shaped by the “Fair Information Practice Prin-
ciples”: Notice, Choice, Access, Security, and Enforce-
ment [1]. These guidelines provide advice on how to
enforce privacy and confidentiality in recordkeeping and
computer access. The guidelines recommend that li-



braries only keep records as long as needed, and fur-
ther recommend that libraries anonymize them whenever
possible [4, 3]. For example, the ALA suggests that li-
braries regularly purge personally-identifiable informa-
tion (PII) on “library resource use, material circulation
history, security/surveillance tapes, and both paper and
electronic use logs” [1]. In regards to computer access,
the ALA recommends clearing browser and cache his-
tory after each session, and regularly checking for de-
vices such as keyloggers that may be placed on comput-
ers to steal private information [4].

As computers became more ubiquitous, the first thing
in libraries that became computerized were library cata-
logs. With the digitization, much work was done on the
protection of patron records in these new digital formats
[6, 11]. The American Library Association lays outs its
principles in the ALA’s Library Bill of Rights [3] and
Code of Ethics [2] around libraries and privacy and equal
access to information.

Beyond just library catalogs, the format of ubiquitous
information changed during the computer age, as well
[12]. Computers became the fastest way of looking up
information, and personal computer usage became more
common. For populations in which it is not common to
own a personal computer, libraries became a nexus from
which they can access the internet — a disparity often
drawn along socioeconomic and cultural lines [5]. Im-
portant work has been done to study the impacts on these
communities and identify strategies aimed to address the
disparities [9, 15, 13]. Over time, some services have
transitioned to only being able to be accessed via com-
puter, particularly government services that benefit pop-
ulations who often do not have home internet access [8].
This shift has changed the role of the library and librari-
ans significantly [14].

3 Methods

Our study consists of semi-structured interviews with in-
formation technology (IT) or IT-adjacent professionals at
public libraries in the United States. The study was ap-
proved by our university’s IRB. Below, we describe how
we developed our interview protocol, how we conducted
our interviews, and how they were analyzed.

3.1 Protocol Development
Public library computers present a wide variety of secu-
rity risks, particularly to the many members of vulnera-
ble populations who rely on these computers as their only
means of accessing the internet. To answer RQ1, we con-
sulted with experts in Library Information Sciences at the
University of Maryland and, together, enumerated possi-
ble threats to public computers, with special emphasis
on how public computers are typically used in libraries.
From this list, we identified three main areas where secu-
rity or privacy could be targeted. These are listed below:

Privacy from Malicious Actors This is the privacy
that a patron at a public computer has in the presence of
a malicious party which has targeted that specific com-
puter (or set of computers, or routing device) for infor-
mation retrieval. Concretely, a malicious actor could use

a keylogger or malware, or simply shoulder surf in or-
der to retrieve sensitive information belonging to patrons
who have used or will use the same computer(s).

Configuration Security This is the security of the
computing environment that the patron uses. Potential
threats to configuration security include malware, old
and vulnerable versions of popular software, and non-
TLS-secured web browser home pages.

Session Privacy This is the confidentiality of
patron-specific session data. Threats to session pri-
vacy include sharing browser history, downloads, and
application-specific data across patron sessions.

In support of RQ2, we also endeavored to understand
how libraries develop policies around their public com-
puters. We included a section at the beginning of the
protocol that is intended to help us understand whether
the participant’s library has any policies about the ad-
ministration of their public computers. If they did have
policies, we asked them how the policies were developed
and if they (the participant) was involved in the develop-
ment process. The interview protocol can be found in
Appendix A.

3.2 Interview Procedures
We recruited our participants from regional and univer-
sity public libraries in the United States. Due to the na-
ture of our research questions, we were primarily inter-
ested in speaking with the IT professionals at each library
system. We did our best to identify potential participants
from publicly available information on the library web-
sites or other government resources. If this was not pos-
sible for a given library system, then we recruited from
the general “Contact Us” link for that library. We aimed
to produce a sample which would represent different li-
brary sizes, target populations, resources, and needs.

For this pilot study, we recruited three participants
(n = 3) for two different library systems. We have
two participants from Library A (L-A), a library with 8
branches associated with a large public university in the
United States; and one participant from Library B (L-B),
a public library system from a rural county in the United
States with five branches.

After a potential participant responded to our solicita-
tion, they were directed to fill out the consent form and
schedule a time for the interview. Interviews were con-
ducted over Zoom. With the participant’s consent, we
recorded the interview audio. At the completion of the
interview, we offered the participant $20, to be received
either as a gift card issued to them, or to be donated. We
offered the donation option because we hypothesized that
some intuitions would prohibit gifts or some participants
might feel uncomfortable receiving the gift. Of the three
participants, two declined both the gift and the donation,
and one opted for the donation.

3.3 Qualitative Analysis
After the interviews were completed, we used the record-
ings for analysis. We transcribed the recordings by hand.
With additional time and/or resources, we may use a
transcription service in the future. Since none of us had
deep prior knowledge of the field of library security, we
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inductively coded our data. Due to our small sample size,
we decided it would be best to consider all of our inter-
views when developing our codes, so we did not engage
in any independent coding. We hope that the codes we
have developed will be useful in future research. Ad-
ditionally, the coding and analysis was done by hand in
text-editing software. With additional resources and in-
terviews to code, we might use coding software in the
future.

4 Results

In this section, we outline the four broad categories de-
scribed in Section 3.1. We notate our codes in bold, and
their possible values in italics.

4.1 Policy Formulation
In each of our interviews, we found that libraries had
multiple sources that influenced the creation of their poli-
cies towards patron security and privacy. We found
that there were three main sources of policy: internal
sources, IT Departments, and laws/regulations. Each li-
brary had some mixture of these sources guiding policy
creation. For instance, L-B had an internal committee
that played a large role in the creation and review of
policies, which then were vetted by a legal department.
Other, more technical aspects of their policy were dele-
gated to IT staff. L-A relied on a large IT department for
many of their computer security policies, such as login
credentials and software patches, while also following
guidelines for public libraries and formulating their own
policies for computer usage.

We also found that there are constraints on the amount
of privacy a library can feasibly provide. We grouped
these sources of constraints on security policy into pa-
tron needs, compliance with legal obligations, and lim-
ited budget resources. Because libraries first and fore-
most serve their patrons, they may have to forego secu-
rity measures to serve them in other ways. We found
that L-A could not place physical dividers in between
computers, as it would hinder collaboration between pa-
trons. L-A also chose not to have a firewall, since some
users had to access what a firewall would consider ex-
plicit content for their classes. Libraries may also have
to cater to a high volume of patrons, which makes some
physical security tasks more difficult. L-B also had been
asked to provide information to federal agencies, which,
of course, obligates them to collect and store some infor-
mation about patrons. All the libraries we interviewed
had budget constraints, which naturally has wide im-
pacts. Budgetary constraints determined things from the
physical layout of the terminals to the amount of 3rd
party security software that could be purchased.

In our interviews, we saw that some security policies
were very explicit and readily available for review, while
others were more of an “understanding” between librar-
ians and IT staff. Because of this, we say that libraries’
policy formality can be categorized as formal and in-
formal policies. We found that both libraries have a bit
of both. L-A had a set schedule for pushing software
updates for their all of their computers, but also con-

ducted physical sweeps looking for “funny” things that
may compromise computer security. L-B had a policy
for sign-in sheets but also did not have a formal OS up-
date schedule.

4.2 Privacy From Malicious Actors
We asked libraries about the steps they took to ensure
patron privacy in the presence of an actor who may be
targeting a set of terminals at the library through a num-
ber of different attack vectors.

We first examined some of the ways libraries can de-
ter malicious actors through physical means. We asked
libraries if they employ physical sweeps, which can be
used to detect devices such as keyloggers. We catego-
rized their response as either frequent or infrequent. L-A
conducted physical sweeps multiple times a week (con-
sidered frequent), while L-B did not conduct physical
sweeps at all (but expressed their desire to start them).

We also asked about the physical layout of the library,
which can determine how safe patrons are from attacks
such as shoulder surfing. From our responses, we cat-
egorized the layout as security-focused, patron-focused,
or unfocused (meaning there was no clear intent in the
layout). None of the libraries we talked to had a security-
focused layout (though we anticipate some may in the
future). L-A was patron-focused, designing their layout
to maximize ease-of-use for patrons and to foster collab-
oration, while L-B was unfocused, as they did not have a
dedicated area for computer use, and instead placed com-
puters just where they could fit them.

We also looked at how libraries can defend against
other attacks that patrons may face when using public
computers. We found that each library had some form of
antivirus installed, which is important for patron safety.
However, while one of our libraries had a secure wifi sys-
tem, another had an unsecured wifi system that was also
accessible from the library’s parking lot. This may leave
library users’ privacy vulnerable to traffic logging.

4.3 Configuration Security
To broaden the kinds of threats we anticipate library pa-
trons may be exposed to, we looked at the configura-
tion of software installed on the public computers. Mis-
configuring or failing to correctly configure a public-use
computer can leave the computer and its user signifi-
cantly more vulnerable to attacks such as traffic sniffing,
phishing, and general malware which does not require
attackers to be in the physical vicinity of the library.

The first question we asked was about operating sys-
tem security. In particular, we wanted to know whether
a recent version of the library’s preferred operating sys-
tem was installed. We coded this as up-to-date, and out-
of-date. L-A said they were running a recent version of
Windows 10, while L-B said they were in the process
of switching over from Windows 7—a version which, as
of January 2020, no longer receives free security patches.
Though we did not explicitly ask, we do not find it likely,
given budget constraints, that L-B had opted into Mi-
crosoft’s extended support program for enterprise users,
which has a pay-per-device model [7].
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In a similar vein, we asked about software update fre-
quency and about the existence of a critical update fast
track. L-A indicated that they do frequent updates, and
have a fast track for security updates. L-B indicated that
they weren’t certain, though they believed that they also
do both of these practices.

To make sure that users cannot intentionally or unin-
tentionally misconfigure the computers, we asked about
user capabilities. Broadly, we wanted to know whether
patrons have full permissions or operate in a restricted
setting. We found that both libraries had restricted per-
missions on their patron accounts.

Finally, we asked libraries what they do for hardening
software installed on their machines. “Software harden-
ing” refers to the configuration of software in order to de-
crease its remote attack surface. We coded this with ad-
dons and custom configs, where addons refers to browser
addons which serve to improve patron privacy or secu-
rity, and custom configs refers to the setting of software
preferences. We found that L-A did neither of these hard-
ening behaviors, while L-B used addons but did not de-
ploy custom configs.

4.4 Session Privacy
This category encompasses security measures that can be
taken to preserve the privacy of patrons’ session data, i.e.,
browsing history, downloads, and personal documents.

The first step to securing patron session data is giving
every patron a distinct login. We asked whether login
credentials were required or not required. L-A required
login credentials, while L-B did not.

Following from this, we considered computer data
storage. We asked how patron session data was treated
after the patron stopped using the computer. The coded
responses were stored data is kept behind a login, stored
data is not kept behind a login, and no data is stored.
L-A stores the data (for some fixed period of time) on the
computer, behind a login. Since L-B does not have user
credentials, all data remains accessible on the computer
without login until it is deleted by some means.

Hard drive protection (e.g., services like Deep-
Freeze, Windows SteadyState, and fsprotect) can bene-
fit configuration security and session privacy — it is a
good secondary way to ensure that patron session data
does not survive a reboot. Both libraries use hard drive
protection.

We asked if the library does any PII collection when
patrons use the machines. As mentioned in section 4.1,
L-A said that they do collect PII upon patron login in
order to follow up if they “detect any malintent” after
the fact. This data is also collected in order to com-
ply with information requests issued by federal agencies.
L-B said they do not collect PII. The only data L-B col-
lects is usage statistics from paper signup sheets, only
storing monthly aggregates.

Finally, we asked about printing job control. By de-
fault many printers allow the user to repeat a job, i.e.,
print whatever was most recently printed without regard
for user account boundaries. This is a privacy concern.
L-A has access control installed on the printers, so that
its jobs are not repeatable by others. L-B has no such
restrictions, and allows jobs to be repeated arbitrarily.

5 Discussion

Despite our small sample size in this pilot study, it is
clear that the technical resources of libraries will vary
wildly, with a large majority being forced to do more
with less. We see that budgeting is a non-trivial con-
straint across the board, so any suggestions we make
would have to have a high impact-cost ratio. This said,
we do see some some possible future suggestions which
may allow libraries to meaningfully improve the privacy
of their patrons while keeping costs low.

Secure wifi hotspots It would suffice to set a pass-
word and post it on the wall. It is a straightforward exer-
cise for a laptop user near an open network to see the web
browsing patterns of anyone else on the network. Even
when TLS encryption is employed, metadata is leaked.
This metadata includes things like IP addresses and do-
main names of the remote servers that a user interacts
with. Securing wifi is a straightforward task, costs very
little, and makes it significantly harder for adversaries to
sniff traffic.

Keep the OS updated OS patches are critical for
maintaining the security of a system. Broadly speaking,
the software that is most frequently targeted is the soft-
ware that’s most prevalent, and operating systems such
as Windows, macOS, and Linux are extremely preva-
lent software. Applying updates regularly can be a time-
consuming task, but most vendors take care to streamline
the process as much as they can, since they know that
these patches are often critical.

Use a multilayered approach to data storage This
is a defense-in-depth method for data privacy. Public ter-
minals should not leave a trace of their previous sessions.
The most straightforward way to prevent this from hap-
pening is by requiring individual credentials for login.
The second step is to prevent someone from making per-
manent changes to the computer, so as to prevent a user
from subverting the first step. This is achieved by the
use of hard drive protection mechanisms previously dis-
cussed. The third step is to prevent someone from load-
ing their own software onto the computer. A BIOS (or
UEFI) password and locked boot order would suffice to
prevent the most obvious attacks. The combination of
these mechanisms would make it difficult for anyone to
gain access to the data of past or future patrons.

5.1 Limitations
This report has limitations arising from the small sam-
ple size and from the study design. This study, with only
three participants, is not sufficiently developed to draw
conclusions from — not even conclusions about what
data the rest of the interviews will yield.

The study is designed with a specific goal in mind:
to elicit libraries’ approaches and conceptualizations of
public device security. The purpose of the study is to
discover the different approaches that libraries take, and
report on what those are and how they differ. Even with
more participants, we may identify trends between the
different approaches, however, we would not be able to
correlate any of their responses based on library meta-
data, i.e., size, number of computers, etc.
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A Survey Protocol

Introduction
Hello. My name is [INSERT NAME]. I am part of a

group of graduate students at the University of Maryland
— College Park working on a project to understand how
public terminal security is implemented in libraries. We
know that libraries have a very long history of being ex-
cellent resources of privacy for their patrons. We also
know that computer privacy and security is very com-
plicated and we hope that through this research we can
help libraries understand the state of computer security
research. To begin this process, we are conducting this
survey to discuss your library’s policies and practices re-
lating to the protection of public computers used by li-
brary patrons. I’ll call your attention back to the consent
form which you previously electronically agreed to. Do
you have any questions about it, before we begin? First,
let’s quickly go over how the study is going to work. I’ll
begin by asking you a little about your job and history in

libraries. Then, I’ll ask you some questions about how
your library approaches the security of the computers in
your libraries that patrons use. These questions will be
broadly put into three categories: physical privacy, con-
figuration security, and session privacy. There are many
reasons for not knowing an answer or being uncomfort-
able with responding to a question. At any time, you may
choose to indicate that you don’t know or would not like
to answer a question. Finally, we would like to record
these interviews so we can go back to them and code
your responses to be aggregated with other libraries. Is it
okay if I record this interview? [If they agree, then start
recording. If not, end interview] Do you have any final
questions before we start? Background To begin our dis-
cussion, I’m going to ask you about your experience in
information technology and libraries.

1. What is your job description at [Insert Library
Name]? (Ensure they describe an IT role)

2. How long have you been doing IT?

3. How long have you been doing IT in libraries,
specifically?

Now I’ll ask you some questions about your specific li-
brary/system and how policies and practices are decided
upon. Remember, you needn’t answer if you don’t know
or are don’t want to discuss.

1. Can you explain to me how policies are developed
in your library system?

2. Does your specific library have a policy relating to
the administration and oversight regarding the pub-
lic computers in your library?

3. Does it have sections that pertain to the protection of
user data while using them? (Can you please detail
what the policies are at a high level?)

4. Does it have sections that pertain to the physical se-
curity of the computer? (Can you please detail what
the policies are at a high level?)

5. Specifically, can you detail how the policies were
developed for the public computers? (Were you in-
volved in the development of these policies?)

6. If there are multiple branches in your library sys-
tem, how do the policies apply to them?

Privacy from Malicious Actors
We will now transition to asking more specific ques-

tions about three areas of computer security relating to
libraries: privacy from malicious actors, configuration
security, and session privacy. Let us start with Privacy
from Malicious Actors. This refers to the privacy that
a patron at a public terminal has in the presence of a
malicious party which has targeted that specific public
terminal (or set of terminals, or routing device) for infor-
mation retrieval. Concretely, a malicious actor could use
a keylogger, shoulder surfing, or malware to retrieve in-
formation about other patrons who have used or will use
the same terminal(s).
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1. How does your library protect the physical privacy
of its patrons at its public-use terminals?

(a) Do you have physical dividers between termi-
nals?

2. Where are the computers located in the library?

(a) Are computers in a separate room/space?
(b) Are there separate computers for children and

adults? Are they treated differently?
(c) Are computer screens visible from a librar-

ian’s desk?
(d) Are computer screens visible to someone

walking by on the street or a public facing
window?

(e) Are computer screens visible to security cam-
eras?

3. What steps do you take to secure the library WiFi?

4. Are the terminals monitored for hardware abuse?
Threats include keyloggers, network monitors, con-
cealed USB drives, etc.. Examples over monitoring
could include overhead cameras or periodic physi-
cal sweeps.

(a) If so, how frequently do sweeps occur?
(b) How do you do them?

5. Are the terminals monitored for software abuse?
Threats include malware, and changing of system
or software configuration.

(a) If so, how frequently do sweeps occur?
(b) How do you do them?

6. Do you set a BIOS password? Do you set a device
boot order?

Configuration Security
Let’s transition to asking about configuration security,

which refers to the security of the computing environ-
ment that the patron uses. Potential threats to config-
uration security include old and vulnerable versions of
popular software, allowing MS Word macros to run by
default, and non-SSL-secured web browser home pages.

1. What operating systems does your library use for its
public computers?

2. How do you determine which software is on your
computers? What software is on your computers?
What OS?

3. How do you configure the software?

(a) Is there a set of guidelines or best practices
you follow?

(b) Do you have any documents or websites that
open on application start (e.g., Firefox home-
page)?

(c) What do you do with Microsoft Office?
(d) What do you do with Adobe Acrobat?

4. How do you update software, and how often? Note
that some software versions become unsupported
after some time and require a new license purchase
for security updates.

(a) Do you distinguish in your process between
security updates and other updates? Is there a
fast track?

5. Who in the organization is responsible for these
types of actions? Is it contracted out to a third party?
If so, whom?

6. How do you ensure multiple computers all get the
same configuration?

7. Have you heard of session management tools like
DeepFreeze or Windows SteadyState ? Do you use
it? What do you think of it?

Session Privacy
Our last big section focuses on session privacy, which

refers to the confidentiality of patron-specific session
data. Threats to session privacy include sharing browser
history, downloads, and application-specific data across
patron sessions.

1. How do you manage which patrons use which ter-
minals and when?

(a) Are the time or frequency limits set on the use
of computers?

(b) How, if at all, do patrons reserve time on the
terminals?

2. Do patrons log in and out of the terminals?

(a) What happens upon login and logout? What,
if anything, gets wiped?

(b) What happens upon reboot?

3. 3. Does the library filter or firewall internet content
on any of its computers? If so, where are the logs
stored?

4. How often do print or scan jobs stay on your print-
ing or scanning devices? Do you have access con-
trol mechanisms set up on these devices?

5. Do you rent out laptops? How do you provision
laptops? What do you do once they’re checked back
in?

Wrap Up
That concludes the main portion of the survey.

1. Do you have anything else to tell us that you think
would be useful for us to know about libraries in
general or the use of public computers?

2. Based on your understanding of our research goals,
do you think that we missed any large portions of
security and privacy relating to the use of public
computers in libraries?

3. Is there any specific piece of information you told
us that you would like us not to share in our final
report?
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Thank you so much for your time by taking this sur-
vey. We would like to offer you $20 for your time and
participation. We can provide this to you as an online
gift card. Note that some institutions have rules around
receiving gifts. If that applies to you, we can also make
a donation in your name. Would you like the gift card or
the donation?
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